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Licensing Overview

Overview

FortiGate Connector for HP Van SDN version 1.0 is the Fortinet solution that provides the necessary preventative
action to isolate an endpoint from the rest of the network in case it generates malicious traffic such that from an
exploit or from botnet command and control. The purpose of this preventative action is to block the user's traffic
as close as possible to the connected switch and therefore prevent the spread of attack to the rest of the network.
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1 Flow detection on FortiGate
2 FortiGate sends sys log message with S-tuple of flow to FortiGate Connector

3 FortlGate Connector sends prevention action for this flow with S-tuple through RestFull-&F1

g Based onflow information and action type received from FortiGate Connector,
HF S0M Controller programs flow i n HP OpenFlow switch through OpenFlow protoool .

5 Flow is blocked on HP switch port which the infected user s connected to.

Licensing

FortiGate Connector for HP VAN SDN is free of charge for Fortinet customers. Your FortiGate must be registered
with FortiCare at https://support.fortinet.com. Also, you will need to agree with the general Fortinet license
agreement. The agreement can be found at http://www.fortinet.com/doc/legal/EULA.pdf.

Features

The FortiGate Connector for HP Van SDN version 1.0 supports the following functions:

« Preventative action based on the results of scans by the AntiVirus engine
« Preventative action based on the results of scans by the Intrusion Prevention System (IPS) engine
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Overview

« Preventative action based on scans set by parameters in the Application Control Profile
« Preventative action based on scans set by parameters in the Web Filter Security Profile

Supported Products

FortiGate products

« All physical FortiGate devices running:
» FortiOS5.2
o FortiOS5.4
« Aversions of FortiGate-VM running:
o Forti0S5.2
» FortiOS5.4

HP products

« HP VAN SDN Controller version: 2.5.15
o HP Switch version: KA.15.18.0006

Prerequisites

Supported Products

* The FortiGate Connector IP address should be entered in the field for the Syslog server IP address on the

FortiGate.
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« In order for the FortiGate Connector to make use of the Security Profiles, the profiles, as well as the Security

Events option, need to be enabled on the FortiGate.

FortiGate Connector for HPE VAN SDN Controller
Fortinet Technologies Inc.



Prerequisites

Overview
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Installation Change Default root password

Installation

FortiGate Connector for HP VAN SDN is packaged in a VmWare OVF file. In order to deploy FortiConnector for
HPE VAN SDN Controller the file FortiConnector v1.0.ovf on VMware EXSi 5.5 needs to be used.

Change Default root password

The default root credentials for FortiGate Connector for HP VAN SDN are:

e Username=forticonnector
e Password=fortinet

The user name cannot be changed but the password can be changed using the following steps:

1. Use the default root credentials to login to the FortiGate Connector.

2. At the prompt execute the following command:
passwd
The results will be:

Changing password for forticonnector.
(current) UNIX password:

3. Enterthe current password which should be the default password fortinet.
Enter new UNIX password:

4. Enterthe new password that you want to use.
Retype new UNIX password:

5. Verify the password by retyping it.If all done correctly the result should be:
passwd: password updated successfully

Change default IP address

The default IP address is 192.168.99.1.

The IP address can be changed using the following command:

sudo ifconfig eth0 <new IP address> netmask <new_ subnet mask>

Change default GUI management credential

The default login credentials of the GUI management interface are:
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Change default GUI management credential Installation

e Username =admin
e Password =admin

The user name and password can be changed using the following steps:

Use root credential to login FortiGate Connector console
2. Use the cd command to go to the directory with the config folder

cd /home/forticonnector/workspace/sdn_hp/config

3. Use vi to open the password file using the folllowing command:
vi fsdn passwd.text

4. Use vi to modify user name and password.

Set system clock
The system clock needs to be set accurately to make sure it is in sync with the clock in the HP VAN SDN
controller.
To configure time zone:

sudo dpkg-reconfigre tzdata
sudo /etc/init.d/cron stop
sudo /etc/init.dcron start

To configure clock:

Use the following command to manually set a specific date and time:

sudo date -set=72015-12-09 13:52:52”

Option:

You can use the standard Ubuntu method to install the NTP daemon and enable NTP to sync the system clock
with a time server on the Internet. The advantage with this method is that once set up, you don't have to worry if
your clock speed is slower or faster than the controller's. You can install the daemon with:

sudo apt-get install ntp

Login Page

Loging into the GUI management interface is done by using the HTTPS prefix and the device's address in your
browser as a URL. The default URL wouldbe https://192.168.1.99. If the default IP address is still in use
but your computer's address on a different subnet you will need to temporarilty change the IP address of your
computer to be on the same subnet.
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Installation Configuration Page

2% FortiGate Connector

Usemname: [admin
Pﬂt,&t‘l‘ord FREERERR R

LOGIN

Configuration Page

Once on the configureation page of the the FortiGate Connector there are some configuration settings that may
need to be changed to integrate the device and set the preferences for your network:

« Configure the IP address for the HP VAN SDN Controller

Configure the access credentials for the HP VAN SDN Controller

Configure Action type for each secuity type

Configure flow Timeout value for each security type.(Enter O for default timeout value 600 seconds)

3 FortiGate Connector

HP VAN SDN v NESRT

HP VAN SDN Controller

IP Address: [10.160.40.33
Username: sdn

Password:
Security Type Event SDN Action Timeout(sec)
AntiVirus Severe virus detected Prevention ¥ | 3600
Application Control  Detected application to be blocked | Prevention v | 600
Intrusion Protection  Attack of mntrusion detected Prevention ¥ | 3600
Web Filter Access to blocked URL [None v | 1300

Run || Clear || Stop |

Event Logs

Welcome!

The FortiSDN App 15 an application providing SDN secunity for HP environments. As SDN
matures and deplovment 1s considered for enterprises production data centers, the Fortinet and HP
SDN integration enables security scenarios between Fortinet's FortiGate Next Generation Firewall
and the HP VAN SDN Controller. The application 1s designed to extend the agility and operational

FortiGate Connector for HPE VAN SDN Controller
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Starting the FortiGate Connector Installation

Starting the FortiGate Connector

Once the correct settings have been configured select the Run button.The application should start. When the

Status indictor displays “running ...”, it means the FortiGate Connector is ready to receive Syslog information
from the FortiGate and to push the flows to the HP VAN SDN Controller.

HP VAN SDN Controller

IP Address: |10.160.40.33
Username: sdn

Password:

Security Type Event SDN Action Timeout(sec)
AntVirus Severe virus detected Prevention ¥ ||3500
Application Control  Detected application to be blocked | Prevention v | 600

Intrusion Protection  Attack of intrusion detected Prevention ¥ ||3600

Web Filter Access to blocked URL MNone v 1300

Run || Clear || Stop

Event Logs

Welcome!

The FortSDN App 1s an application providing SDN security for HP environments. As SDN

matures and deployment is considered for enterprises production data centers, the Fortinet and HP
SDN integration enables secunity scenanos between Fortinet's FortiGate Next Generation Firewall

and the HP VAN SDN Controller. The application 1s designed to extend the agility and operational «

Status: running...

Stopping the FortiGate Connector

To stop the FortiGate Connector, select the Stop button. The Status indicator will display "stopped".This means

FortiGate Connector has stopped all previously pushed flows from being sent to the HP VAN SDN Controller, but
the all the configurations are unchanged and maintained.
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Installation Clear the configuration and stop FortiGate Connector

% FortiGate Connector HP VAN SON v [JEREI

HP VAN SDN Controller

1p Address: [10160.4033 |
Username:  |sdn

Password:
Security Type Event SDN Action Timeout(sec)
AntiVirus Severe virus detected Prevention ¥ | (3600
Application Control Detected application to be blocked  Prevention ¥ | 600
Intrusion Protection  Aftack of intrusion detected Prevention ¥ ||3600
Web Filter Access to blocked URL None v | (300
| Run || Clear || Stop |
Event Logs
Welcome! -

The FortiSDN App 15 an application providing SDN security for HP environments, As SDN

matures and deployment is considered for enterprises production data centers, the Fortinet and HP
SDN integration enables security scenarios between Fortinet's FortiGate Next Generation Firewall

and the HP VAN SDN Controller. The application 15 designed to extend the agility and operational  +

Status: stopped

Clear the configuration and stop FortiGate Connector

To clear the FortiGate Controller, select the Clear button.The application will stop and configurations will be
cleared. When the Status indicator displays “clearing...stopped’, it means the FortiGate Connector has
stopped all previously pushed flows from being sent to the HP VAN SDN Controller, and has cleared previous
configurations.

i FortiGate Connector HP VAN SON v R
HP VAN SDN Controller
IP Address: [
Username:
Password:
Security Tvpe Event SDN Action Timeout(sec)
AntiVirus Severe virus detected None M

Application Control  Detected application to be blocked | None M
Intrusion Protection  Attack of intrusion detected None v
Web Filter Access to blocked URL None v

Run || Clear || Stop

Event Logs

Welcome! -
The FortiSDN App 15 an application providing SDN security for HP environments, As SDN

matures and deployment is considered for enterprises production data centers, the Fortinet and HP
SDN integration enables security scenarios between Fortinet's FortiGate Next Generation Firewall

and the HP VAN SDN Controller. The application 1s designed to extend the agility and operational ~

Status: clearing... stopped
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Clear the configuration and stop FortiGate Connector Supported use scenarios

Supported use scenarios

13

When a user sends a malware file through the network and the FortiGate detects it, the FortiGate Connector will
push the flow, along with the user's source IP address and a block action, to the HP SDN controller. The user port of
the HP switch will then block all subsequent traffic from this user's IP address.

When a user generates a botnet command to attack the network that is detected by the FortiGate IPS engine, the
FortiGate Connector will push the flow, along with the user's source |IP address and a block action, to the HP SDN
controller. The user port of the HP switch will then block all subsequent traffic from this user's IP address.

When a user initiates an application prohibited by the Application Control profile on the FortiGate, the FortiGate
Connector will push this application flow, along with the user's source IP address, the destination IP address, the
listening port number, and a block action command to the HP SDN controller. The user port of the HP switch then
blocks all matching application traffic from this user's IP address. Other traffic from the user is not affected.

When a user tries to access a web site prohibited by the FortiGate's Web Filter profile, the FortiGate Connector will
push this web access flow, along with the user's source |IP address, the destination IP address of the web site, and a
block action command to the HP SDN controller. The user port of the HP switch then blocks all traffic from the user's
IP address to the website's IP address. Traffic from the user to other websites is not affected.

FortiGate Connector for HPE VAN SDN Controller
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Basic Troubleshooting Clear the configuration and stop FortiGate Connector

Basic Troubleshooting

The following are some quick pieces of information that may be helpful in troubleshooting issues that may come
up while administering your FortiGate Connector:

« The configuration file is located in the folder: /home/forticonnector/workspace/sdn_hp/config/
o Thefileis: £sdn cfg.txt.

« Debug messages and event logs are located in the following files:
e forti app.log

o forti envent.log (contains events only)

« The syslog messages from the FortiGate are located in the folder: /var/log/syslog.

£ 10.160.40.34 - PuTTY

Verify flow pushed by FortiGate Connector on HP SDN Controller

In order to verify flows pushed by the FortiGate to the HPE VAN SDN Controller, navigate to the flow page on the
HPE VAN SDN Controller.
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Clear the configuration and stop FortiGate Connector Basic Troubleshooting

(a HP VAN SDN Controller ~ 015 2 st
_ Flows for Data Path ID; 00:01:10:60:8b:6:2a:40
Summary Ports  Flows  Groups
Alerts —
Applications Tableld  Priority  Packets  Bytes Match Actions/Instructions Flow Class 1D
Configurations ' nfa 31000 B69 55616 eth_type: amp output: CONTROLLER com.hp.sdn.arp.copy
) output: NORMAL
Audit Log ‘a0 0 0 elh_type:bdp autput: CONTROLLER comhp.sanbdp.steal
Licenses Y onfa 31500 ] 0 eth_type:ipvd output; CONTROLLER com.hp.sdn.dhcp.copy
Team ip_proto: udp output: NORMAL
udp_src67
Support Logs ulp_dst:68
Yol 31500 246 85116 eth_type: ipvd output: CONTROLLER com.hp.sdn.dhcp.copy
ot ot NORMA
OpenFlow Topology udp_src:68
OpenFlow Trace - udp_dst:67
nfa 65000 43 0 In_port: 1
OpenFlow lasses eth_type:ipvd ¢ Blocked flow from Fortinet Connector
Packet Listeners an i3
ipvd_sec: 30.30.30.40, mask: 255.255.255.255
Y onla 0 74 1229593 output: NORMAL com.hp.sdn.ip.normal

Verify flow pushed by FortiGate Connector on HP switch
In order to verify flows pushed by the FortiGate to the HPSwitch

1. Login to the HP switch console.
2. Issue the following command:

HP-Switch# show openflow instance aggregate flows

blocked flow programmed by HP SDR witch
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